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Every corporation, every individual, every organization has sensitive data



When data moves to an 
unprotected system, it is difficult to 

contain.  We call it:
DATA EXHAUST



How big is the exhaust problem?

How much exhaust exists?

How well can industry tools identify exhaust?

Can we improve our ability to identify exhaust?





• We have a lot of data 
• Data can tell us where to look next
• Data can help us develop theories 

that can be proven or disproven







Sensitive Data Type Standard Scan Reference Notes

Driver's License 
Numbers

Python Library
Regex Repository

http://adr-inc.com/PDFs/State_DLFormats.pdf.
https://pypi.python.org/pypi/DLNValidation/0.1.4
https://ntsi.com/drivers-license-format/ Known to be 
valid as of 2016-04-16.
https://github.com/adambullmer/USDLRegex

High number of possible 
permutations

Passport Number Reference Text https://www.uscis.gov/e-verify/about-program/e-verify-
enhancements/us-passport-and-visa-number-entry

Medical Records 
Number

Content Control List, 
Regex https://community.sophos.com/kb/en-us/112192 No widely adopted 

standards
Social Security 
Number 

Leading commercial 
product Standard regexes Variations on standards

Credit Card Number Leading commercial 
product Standard regexes Variations on standards, 

verified Luhn check





No hits in random sample results.
Low richness makes evaluation of recall difficult.

Measurement Type Hits Sample Size
Richness 

Lower Bound
Richness

Upper Bound Confidence Level

Social Security Number 0 720 0.00% 0.51% 95%

Credit Card Number 0 419 0.00% 0.88% 95%

Medical Record Number 0 186 0.00% 1.96% 95%

Driver's License Number 0 156 0.00% 2.34% 95%

Passport Number 0 1578 0.00% 0.23% 95%



Low precision measured across all out-of-the-box scans

Data Type Basic Finding
Sample Size 

(Hits)
Precision 

Lower Bound
Precision 

Upper Bound
Confidence 

Level

Social Security Number Data identified by 
searches 120 4% 15% 95%

Credit Card Number Data identified by 
searches 118 2% 11% 95%

Medical Record Number Data identified by 
searches 13 2% 45% 95%

Driver's License Number No true positives in the 
data 90 0% 4% 95%

Passport Number No true positives in the 
data 90 0% 4% 95%





All companies should be worried about sensitive data exhaust.
We have not found a “silver bullet” for identifying exhaust.




