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Certification authorities

= certification authority (CA): binds public key to particular
entity, E.

= E (person, router) registers its public key with CA.
 E provides “proof of identity” to CA.

e CA creates certificate binding E to its public key.

* certificate containing E's public key digitally signed by CA — CA
says this is E’ s public key”

Bob’s @& digital +7
public | ™., signature KB
key K (encrypt) >
Bob’ privftﬁ EO_ certificate for
S g K , .
identifying key '~ CA Bob' s public key,

information g signed by CA



Certification authorities

= when Alice wants Bob' s public key:
 gets Bob' s certificate (Bob or elsewhere).

 apply CA’s public key to Bob' s certificate, get Bob' s
public key

T digital @.}gBob’ S
,KB amd Signature -> —_ public
(decrypt) Kg key




Secure Sockets Layer

Application Application
SSL
TCP
TCP
IP P
normal application application with SSL

= SSL provides application programming interface
(API) to applications



SSL record format

1 byte 2 bytes 3 bytes
content _
type SSL version length
data
MIC

Message Integrity Code is a cryptographic hash
Data and MIC are encrypted (symmetric algorithm)




SSL cipher suite

= cipher suite

, , common SSL symmetric
e public-key algorithm

ciphers

= DES - Data Encryption
. Standard: block
= SSL supports several Clphel" = 3DES - Triple strength: block

e symmetric encryption algorithm
e MIC algorithm

suites = RC2 — Rivest Cipher 2: block

" npegotiation: client, server " RC4 —Rivest Cipher 4: stream
agree on cipher suite SSL Public key encryption
* client offers choice = RSA

* server picks one




SSL overview

" handshake: Alice and Bob use their certificates,
private keys to authenticate each other and
exchange shared secret

= key derivation: Alice and Bob use shared secret to
derive set of keys

" data transfer: data to be transferred is broken up
into series of records

= connection closure: special messages to securely
close connection



SSL: Setup (“handshake™)

|. Server authentication

e client sends list of algorithms it supports, along with client
nonce (a random number, used only once)

* server chooses algorithms from list; sends back: choice +
certificate + server nonce

2. Crypto negotiation
 client verifies certificate, extracts server’ s public key

. ’
e generates pre_master_secret, encrypts with server s
public key, sends to server

3. Establish keys

e Client and server independently compute encryption and
MAC keys from pre_master_secret and nonces

4. Authentication
e client sends a MIC of all the handshake messages
e server sends a MIC of all the handshake messages



SSL: handshake authentication

last 2 steps protect handshake from tampering

= client typically offers range of algorithms, some
strong, some weak

" man-in-the middle could delete stronger algorithms
from list

" |ast 2 steps prevent this
* last two messages are encrypted



Key derivation

= client nonce, server nonce, and pre-master secret input
into pseudo random-number generator.
¢ produces master secret

" master secret and new nonces input into another
random-number generator: “key block”

= key block is then sliced and diced:
e client MAC key
e server MAC key
* client encryption key
e server encryption key
 client initialization vector (IV)
 server initialization vector (V)



SSL —handshake: Clenttielo

. handshake: ServerHe\\o
C O n n e Ctl O n handshake: Certificate
ﬁ
handshake: ServerHe\\oDone
handshake: ClientKeyExchange
Changec,'ph erSpec

everything handshake: Finisheq

henceforth

IS encrypted \ ChangeCipherspec
handshake'. F'm'\shed

application datq
app\ication_data

Alert: warning, close_notify
TCP FIN follows




H7



Internet inter-AS routing: BGP

BGP (Border Gateway Protocol): the de facto
inter-domain routing protocol

* “glue that holds the Internet together”

BGP provides each AS a means to:

e eBGP: obtain subnet reachability information from
neighboring ASes

e iBGP: propagate reachability information to all AS-
internal routers.

e determine “good” routes to other networks based on
reachability information and policy

allows subnet to advertise its existence to rest of
Y7+ V4
Internet: | am here



eBGP, iBGP connections

AS 2

AS 1 - = — eBGP connectivity AS 3
______ IBGP connectivity

gateway routers run both eBGP and iBGP protools



BGP basics

= BGP session: two BGP routers (“peers”) exchange BGP
messages over semi-permanent TCP connection:

* advertising paths to different destination network prefixes
(BGP is a “path vector” protocol)

= when AS3 gateway router 3a advertises path AS3,X to AS2
gateway router 2c:

e AS3 promises to AS2 it will forward datagrams towards X

a0 ARy L Rl O

______ oS \¢ BGP advertisement;
@ - AS3, X



BGP path advertisement

! «’®\ AS2 |
@ ¢ \ /I.\ / @ """ @
AS2 AS3,X @ _______ @

= AS2 router 2c receives path advertisement AS3,X (via eBGP) from AS3
router 3a

= Based on AS2 policy, AS2 router 2c accepts path AS3,X, propagates
(via iBGP) to all AS2 routers

* Based on AS2 policy, AS2 router 2a advertises (via eBGP) path AS2,
AS3,X to AS1 router 1c



BGP path advertisement

gateway router may learn about multiple paths to destination:

= AS1 gateway router 1C learns path AS2,AS3,X from 2a
= ASI1 gateway router 1C learns path AS3,X from 3a

= Based on policy, AS1 gateway router 1C chooses path AS3,X, and
advertises path within AS1 via iBGP



Hot Potato Routing

g

OSPF link weights

= 2d learns (via iBGP) it can route to X via 2a or 2c

" hot potato routing: choose local gateway that has least intra-
domain cost (e.g., 2d chooses 2a, even though more AS hops
to X): don’t worry about inter-domain cost!



BGP route selection

" router may learn about more than one route to
destination AS, selects route based on:

|. local preference value attribute (policy decision)

2. shortest AS-PATH
3. closest NEXT-HOP router (hot potato routing)
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