Looking Upstream: A Position Paper on the Records Management Prior to Collection for Discovery

Jonathan Grudin

Principal Researcher, Microsoft Research

My research into current practices in digital evidence management focuses on the dynamic between discovery and e-discovery, on the one hand, and enterprise records management on the other. Discovery processes produce pressures that alter enterprise policies and motivate record management tools. These policies and tools may in turn influence e-discovery practices and tools. Changes in e-discovery alter the playing field for enterprise record management, and so on. This cycle proceeds without definitive data for the impact of changes in policies and practices on enterprise knowledge management. In addition, there can be a lag, where enterprises adopt policies and tools based on an understanding of e-discovery that is no longer valid. The adoption new practices is often not based on careful analysis of the consequences, and ill effects are even more likely if adoption is based on an erroneous picture of current practices, much less those that will emerge from research such as that being discussed here. 
Many documents examined in discovery proceedings today were created and saved years ago. Policies and practices governing document creation and management today are likely to affect the disposition of cases that will arise years from now, when tools that we are only starting to think about will be in routine use. Together with existing costs for managing e-discovery, uncertainty is (or should be) high, and developing efficient and effective practices in organizational document management is (or should be) a matter of considerable urgency. Efforts in this area are complicated by the unknowable future course of tool development. I find that enterprise document management tools and practices are being developed without great understanding of current e-discovery tools and practices, much less those that will be developed and used to process records being created today. Specifically, some practices and tools that are just now being deployed were set in motion at a time when much more document review was manual than is often the case today.
The call for participation notes that million-document corpora are not unknown and that billion-document corpora can be expected. Ever more activity leaves a digital record, and the cost of saving and processing documents is decreasing sharply. If courts generally recognize practical limits to the size of the requests that will be entertained, decreased per-document handling cost could just lead to larger corpora being demanded. With so much coming to be represented digitally, it is easy to see where this could lead.

I have been focusing primarily on the case of electronic mail. At present, enterprises can potentially reduce e-discovery costs by adopting a uniform policy for expiring email – that is, automatically and permanently deleting all record of substantial quantities of email received before a specific date (or dates, for email of different descriptions). Some major corporations, driven by discovery costs and concerns, are encouraging or enforcing the expiration of huge volumes of email (along with attached documents) that is presumed to have no remaining business value or legal retention necessity. Will such automated expiration succeed in reducing discovery costs? Are other concerns about preserving unnecessary documents warranted? What is the cost in time and effort for employees now forced to make retention decisions, explicitly or implicitly? Might unanticipated effects on organizational memory result from losing such documents? Are there opportunity costs in deleting information just as remarkable tools to organize and search for digital information are appearing? These research questions could have significant bearing on the health and competitiveness of business, governmental, and other organizations.
Tools developed to process document sets should be developed with an understanding of the tools being developed and deployed to manage document sets prior to their collection. The converse is also true, and quite likely that each will spur advances in the other. 
The specific case of document management for e-discovery can be seen as an instance of the larger issue of how we address the visibility of activity represented digitally and the potential persistence of such records. Consider, as an analogy, automobile speeds. In the past, it was impossible to collect a complete record of your velocities matched to the specific stretch of road you were on. Now is technically possible; one automobile rental company reportedly does so and charges customers who exceed speed limits. Such records could no doubt be subpoenaed. What will be the long-term effects? More cautious drivers? Productivity losses as people reluctantly adhere to limits designed for worst-condition circumstances? More nuanced or relaxed speed limits? Psychological effects resulting from a sense of constant surveillance? How will we determine the full range of consequences, will confusion reign until it is sorted out?
As we move from simple keyword search to more sophisticated document processing, pulling in ever more forms of digital records – formal documents, email, IM, voice and video over IP -- we will change the playing field and alter up-stream behavior, with unknown consequences. I recently interviewed someone whose group had adopted a new IM client that made it easy for users to log all exchanges. He said wistfully that he wished such logs would expire after a month or less because he switches to IM to say “bad” things that he wouldn’t want people to bring up later on their screens. He now feels that he must change his behavior, and senses that he isn’t doing so fast enough. People have always relied on channels for interaction that is ephemeral, that couldn’t be subsequently “discovered.” Will we retain a place for it, or will it go away? Either outcome seems fraught with uncertainties, and opportunities for research.
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